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n | Certificate *

General Details  Certification Path

(APIS) oligasl donayy lg2lsy JUsidls ol okt

This certificate is intended for the following purpose(s):

. do gbaio Olgzlg Ul g gl Jganadl (S Joadl dis sluel @il glasy]
1 (§ 8)gSdall Wlglasel $L1 2y JolSI Hluis-lg dg ASIV il 9!
st o (https://sdk.preprod.invoicing.eta.gov.eg/faq/) L.l

Issued by: EEI-RootCA-SIT

Valid from 21/06/2020 to 21/06/2032 O‘M
How to set up environment to access test APIs and test )

(portals?

How to set up environment to
access test APIs and test
portals?

Test environment of the solution depends on internally issued certificates. Therefore

to be able to properly use either the test web site or get to APIs that solution is

exposing (at https://api.invoicing.eta.gov.eg/api), first you need to configure trust of
Root Certificate of the test environment in your own test and development

environment (do not install this certificate in your production environment).
1. To do the configuration, please download root CA certificate file.

2. Download the file to your local machine that will be used to test the APIs and

portal of e-invoicing, right-click and choose Install Certificate.

# Quick access
a.cer
I Desl Open f
¥ Dov Install Certificate

Doc & Share with Skype

3.Choose Local Machine


https://sdk.preprod.invoicing.eta.gov.eg/faq/
https://sdk.preprod.invoicing.eta.gov.eg/faq/
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https://id.preprod.eta.gov.eg/ dggll Olous 1
https://api.preprod.invoicing.eta.gov.eg/ do pJl Olg>g 2
(APIs)
https://preprod.invoicing.eta.gov.eg/ dw glaiall dsl g 3
http://ca.preprod.invoicing.eta.gov.eg PKI environment 4



https://id.sit.eta.gov.eg/
https://api.sit.invoicing.eta.gov.eg/
https://sit.invoicing.eta.gov.eg/
http://ca.sit.invoicing.eta.gov.eg/

(APIs) 49 ASINVI il i)l do glaiad Oldadaid! dxa g Cilglg

doglaing (ERP) duwc §all 3yl gall Jaddased pllas oy coluidwd! Jold g Jo I Ao stl.wT JScio g9l oda pusind
Olo glaoll J\ S e lgde laaall e g Tl Caze @J‘ Olg=>lgll @2l d.Q.w}’LS daS\a)l Joad g A g AUV il gall
(SDK) J! &95.4» I B uL@_>‘3J\ @b ul"’ t)“o)” ug.w L,Sc‘a\my\ M“SCJ"” e dg=>19 u& do 5!
T T
ERP alas J3A (e da phaiall e J g2l Login as Taxpayer System
Login as Taxpayer System il il g 33 ) Jls ) Submit Documents

This API allows taxpayer system to get access token to be used to access other

protected APIs of the solution. é:’u)ﬂ d\MJi C)Q (‘-\MY\ Get SmeiSSion

s o Get Document

QLS Hlas dilus lall Cancel Document
§ AGRS 3 ) 5 e (i Reject Document

Glatiwsall Ja) e 2dlaiuy) Get Recent Documents
2 ALl 488 6l (e 4 e gaal) Get Document Printout (basic
(PDF) 5_ sa PDF)
E-Invoicing solution APIs are protected (with some exceptions) and made available .
only to relevant taxpayer representatives, their ERP systems. Inputs Q\M\ &\53\ LA‘; d@‘ Get Document 7:VD€S

Outputs

ove I‘VieW Overview

Signature

This API is used to authenticate the ERP system calling and issue access token that

allows ERP system to access those protected APIs. Note that each token issued is Additional Consideratior M Qdaa &j} ‘;.C d}-‘-é;j\ Get DOCle ent TVDe

issued for a certain time period configured as part of e-invoicing solution. This means

e el a0 £ il laal e J paall Get Document Type Version
Gl HUadY) e J gaall Get Notifications

e@ired and needs to be renewed (by another login).



https://sdk.sit.invoicing.eta.gov.eg/api/01-login-as-taxpayer-system/
https://sdk.sit.invoicing.eta.gov.eg/api/05-submit-documents/
https://sdk.sit.invoicing.eta.gov.eg/api/13-get-submission/
https://sdk.sit.invoicing.eta.gov.eg/api/12-get-document/
https://sdk.sit.invoicing.eta.gov.eg/api/06-cancel-document/
https://sdk.sit.invoicing.eta.gov.eg/api/07-reject-document/
https://sdk.sit.invoicing.eta.gov.eg/api/08-get-recent-documents/
https://sdk.sit.invoicing.eta.gov.eg/api/15-get-document-printout/
https://sdk.sit.invoicing.eta.gov.eg/api/02-get-document-types/
https://sdk.sit.invoicing.eta.gov.eg/api/03-get-document-type/
https://sdk.sit.invoicing.eta.gov.eg/api/04-get-document-type-version/
https://sdk.sit.invoicing.eta.gov.eg/api/18-get-notifications/
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http://eta.gov.eg/images/taxlinks/sign/eseal.pdf
https://www.itida.gov.eg/arabic/Pages/E-Signature.aspx
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Gemalto/Thales Luna
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nCipher -
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LY EWER YRV

Hardware Security Modules (HSM)
For e-signature creation and verification product and in trustworthy hardware devices used as secure signature creation
devices, it is required to have concurrent acceptance and usage of FIPS 140-2 level 3 or higher <or equivalent standard such as

suitable protection profile based on common criteria.
39SV 2893l 44289 polsdl slael daybo e https://bit.ly/2FD6zgP 9 https://cutt.ly/6frDADY Jasll 1ds 8)b) sl Ologlasdl ¢y doiel

Invoice digital signatures should be implemented according to the following standards:
rfc3852

rfc5126
X.691 (DER specifically)



https://cutt.ly/6frDAb9
https://bit.ly/2FD6zqP

- ] W 4 > -
o) . L AR
7 PP I e
cre ¢
i ) | '
' T
” 1
,
!
i -
| i {
ot :,_ -::j.‘

.. " , | i :, ,/////i é__z_ L ,

g
\



AR :
48L5] laglas C'J‘Au\.éd"g &Lw‘" J‘jS‘J'}:g\aA

| J..:ﬁSJ danlle julao 49 ASIV j0ilgall daglaie Jaid (§ dpanll LSl Rall dian (a0
oo Mas d.o.la.mg OJ..>-5..O L polase 4.9.9.1::.: u\J.M.oJ\ ‘J.)b.: ULO-«;GJ leg L@.:Lo.u.‘,a.:g uLoJa:J\g

Sledslly Gliially aluadl 39S A9 Hlas 329 — (Global Standards 1) GSl :
Al euzg @Il (S giune e ,Soe ey SETERTLVIRE 090 s &S 4 N das U
Anisan)l 350 zie

Olodsdlg &L“,J\ Oladsad jlas 929 — (Global Product Classification) GPC -
08 Lo g3 ke 39S o 45 oo doiiadl Aol gl il Ll oy Cwsey
. aduadl!

o ShllasYlg pilgal) daad I coluiduad! Jolid opylinall S| ﬁw ¥ ganll (Ao Co
Aol Slomiall § pplenall (30 Byl s @awy Grideally g5


https://gs1eg.org/
https://www.gs1.org/standards/gpc

16

48] Claglas

GTIN 5

GTIN 1

GTIN 2

GTIN 3

GTIN 4

GS1 (el ylumal

sl apazr (§ Wluwgolly WA U8 (o Hlanall 1o pasits -
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— GPC ol Cighuail

‘_,Stg Olodsdly ddoylall udin loeiinll (Caiuas 9l) ﬁ"'“’“’ 2 g J.>5,ojb.a.o Sldlg oy Aol
(GDSN) duadladl ULl &elio ALl & stLw‘ S St g GJLS’T; Q&o

gH.md)bwGPC)thgmgSJ\Ji@&; Moyl o SKes
(https://www.gs1.org/services/gpc-browser)
(https://www.gs1.org/standards/gpc) daslJl lda JMs e Gladuaid! 3181 Jued Sasg

Language [English v | / Level ¢ giwall Example Jia \
Publication | GPC as of Dec 2019 (GDSN Publication Version) v |
: An indust

Segment |Ser~..f|ces . . v | SegrrLlennt:'zorr{ Segrr]ent S Food, Beverages, &
Family | Business and Commercial Services v | or Vertical g Uadl) Tobacco
Class | Accounting Services v |
Search | | [Brick v | Milk. Butter.

_ . ilk, Butter, Cream,

|_JExact wording F?;g:y — Yoghurts, Cheese,

Eggs, & Substitutes
Expand All | Brick | Class | Family | Collapse All

[ Milk and Milk

Substitutes

= Segment: 95000000 - Services A group of

like categories
# Family: 95020000 - Building Construction & Related Services
= Family: 95010000 - Business and Commercial Services
Milk and Milk

= Class: 95010100 - Accounting Services .
Categories of :
Substitutes

5 Brick: 10007578 - Accounting Services like products 3 (Perishable)
dall gadl O gllaall (S giuol!
17



https://www.gs1.org/services/gpc-browser
https://www.gs1.org/services/gpc-browser
https://www.gs1.org/standards/gpc
https://www.gs1.org/standards/gpc

Brick:

crosunall o doylially d3Ma)

Milk and Milk
Substiutes <
(Perishable)

Brick Code = 10000025

GPC

Ziial) il ga La

GTIN = 123456789123C

GTIN

gidal) faded) 368
il s L

10005788

00910023712823

o s Azalle 530 848 sk g - 58 (e 3 S
paic aaail dagia

3¢5 (GS1) J9V! sleadl Ol Byl 3 LS -
aduaidb LaLals Ja;uyg MGL@J\
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Q&hﬂéw&:@y%GSl)hu .

&L“J\ Oladuas Ao Sy GPC
Olodsllg

Jbeaed dadiall b pacdl OGN o0 Sde U gy
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oxad Hlaoll 1) Jgad! gLII pus Al (§
o0 GPC caduaidl jlaal &h.ﬂ M.a.c- £yl
Olxitadl (0 (Mapping) dedlge slus] JNS
2o Jgaadl g (Sl QgS! 9 Oledslly
GPC caruai
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36 Airbrushes (Powered)

38 Airbrushing Equipment — Replacement PartsiAccessorie
38 Airbrushing Equipment — Replacement PartsiAccessorie
38 Airbrushing Equipment — Replacement PartsiAccessarie
38 Airbrushing Equipment — Replacement PartsiAccessorie
38 Airbrushing Equipment — Replacement Parts/iAccessorie
30 Airbrushing Supplies Other

39 Airbrushing Supplies Variety Packs

32 Artists Accessories

32 Artists Accessories

32 Artists Accessories

32 Artists Accessories

32 Artists Accessories

32 Artists Accessories

32 Artists Accessories

74 Artists Brushes/Applicators

4 Artists Brushes/Applicators

74 Artists Brushes/Applicators

74 Artists Brushes/Applicators

74 Artists Brushes/Applicators

74 Artists Brushes/Applicators

74 Artists Brushes/Applicators

74 Artists Brushes/Applicators

9 Artists Canvas/Pre-primed Boards

79 Artists Canvas/Pre-primed Boards

79 Artists Canvas/Pre-primed Boards

9 Artists Canvas/Pre-primed Boards

79 Artists Canvas/Pre-primed Boards

72 Artists Drawing Boards

72 Artists Drawing Boards

72 Artists Drawing Boards

72 Artists Drawing Boards

72 Artists Drawing Boards

72 Artists Drawing Boards

31 Artists Easels

31 A%rj Easels

31 A Easels

31 Artists Easels

34 Adicte Encnle

Brick D«

Core Attribute Typ~

(GPC) Oleudsdly adudl Candsas ylro 2s 4Lo.s|}oJ| s

Code Core Attribute_Ty

21 sortatoz
7] sotztoa

Sort by Color

Text Filters

bottle

[v] (Select All Search Results)

[JAdd current selection to filter
Baby Feeding — Bottles

Bottle Stoppers/Pourers
Bottle/Can Insulators

Gas Fuel Bottles/Canisters (Empty)

Storage Bottles (Empty)
Wine/Bottle Openers (Powered)

Cancel

ZUUU 1344 | 1yPE OF AIUSLS Easel
ANANAD4A Tunn Af Ardicte Encal

Liquid Fuel Bottles/Containers (Empty)

-Re
-Re
-Re
-Re
-Re

edf
ed b
ed b
edf
edf

Segment Co ~ Segment

Family Co ™ Family

| &yl

d>faall ol glasl

(https://www.gs1.org/standards/gpc) Ll s cpe Jdl (§ Ledl Hlinedl coladuaill 51551 dedld Juosss
ol L bedle douSuiwne]! woladuadll .3\35\

> Je Sgen Excel Calo (3 Jgur A g ulaedl 01581 Jresd day
(GS1 Combined Published Schema as at xx-xx-xxxx EN)

Class Code "~ Class

Brick

Core Attribut~
Type Code

Core Attribute Type

70000000 Arts/Crafts/Needlework
70000000 Arts/Crafts/Needlework
70000000 Arts/Crafts/Needlework
70000000 Arts/Crafts/Needlework
70000000 Arts/Crafts/Needlework
70000000 Arts/Crafts/Needlework
70000000 Arts/Crafts/Needlework
70000000 Arts/Crafts/Needlework
70000000 Arts/Crafts/Needlework
70000000 Arts/Crafts/Needlework
70000000 Arts/Crafts/Needlework
70000000 Arts/Crafts/Needlework
70000000 Ans/Craﬂs/Need\ewurk

70010000 Arts/Crafts/Needlework Supplies
70010000 Arts/Crafts/iNeedlework Supplies
70010000 Arts/Crafts/Needlework Supplies
70010000 Arts/CraftsiNeedlework Supplies
70010000 Arts/Crafts/Needlework Supplies
70010000 Arts/Crafts/Needlework Supplies
70010000 Arts/Crafts/iNeedlework Supplies
70010000 Arts/Crafts/Needlework Supplies
70010000 Arts/Crafts/Needlework Supplies
70010000 Arts/Crafis/Needlework Supplies
70010000 Arts/Crafts/Needlework Supplies
70010000 Arts/CraftsiNeedlework Supplies
70010000 Ans/Craﬂs/Need\ework Supphes

70010200 Airbrushing Supplies
70010200 Airbrushing Supplies
70010200 Airbrushing Supplies
70010200 Airbrushing Supplies
70010200 Airbrushing Supplies
70010200 Airbrushing Supplies
70010200 Airbrushing Supplies
70010200 Airbrushing Supplies
70010100 Artists Painting/Drawing Supplies
70010100 Artists Painting/Drawing Supplies
70010100 Artists Painting/Drawing Supplies
70010100 Artists Painting/Drawing Supplies
70010100 Amsls Pamlmg/Drawmg Supp\les

| Airbrushes (Powered)

| Airbrushing Equipment — Replacement Parts/Accessories
| Airbrushing Equipment — Replacement Parts/Accessories
| Airbrushing Equipment — Replacement Parts/Accessories
Airbrushing Equipment — Replacement Parts/Accessories
| Airbrushing Equipment — Replacement Parts/Accessories

Airbrushing Supplies Other
Airbrushing Supplies Variety Packs
| Artists Accessories

Artists Accessories

Artists Accessories

Artists Accessories

| Artists Accessories

20001349 Type of Airbrushing Equipment — Replacement Part/Accessory
20001349 Type of Airbrushing Equipment — Replacement Part/Accessory
20001349 Type of Airbrushing Equipment — Replacement Part/Accessory
20001349 Type of Airbrushing Equipment — Replacement Part/Accessory
20001349 Type of Airbrushing Equipment — Replacement Part/Accessory

20001345 Type of Artists Accessory
20001345 Type of Artists Accessory
20001345 Type of Artists Accessory
20001345 Type of Artists Accessory
20001345 Type ofAmsls Accessory
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87000000 Fuels/Gases 87020000 Fuel Storage/Transfer 87020200 Fuel sumgp 10005258 | Gas Fuel Bottles/Canisters (Emply)

87000000 Fuels/Gases 87020000 Fuel Storage/Transfer 87020200 Fuel Storage 10005306 Liquid Fuel Bottles/Containers (Empty) 20000794 Type of Material

87000000 Fuels/Gases 87020000 Fuel Storage/Transfer 87020200 Fuel Storage 10005308 Liquid Fuel Botties/Containers (Empty) 20000794 Type of Material

87000000 Fuels/Gases 87020000 Fuel Storage/Transfer 87020200 Fuel Storage 10005306 Liquid Fuel Botties/Containers (Empty) 20000794 Type of Material

87000000 Fuels/Gases 87020000 Fuel StorageTransfer 87020200 Fuel Storage 10005306 Liquid Fuel Bottles/Containers (Empty) 20000794 Type of Material

87000000 Fuels/Gases 87020000 Fuel Storage/Transfer 87020200 Fuel Storage 10005308 Liquid Fuel Botties/Containers (Empty) 20002271 WithWithout Spout

87000000 Fuels/Gases 87020000 Fuel Storage/Transfer 87020200 Fuel Storage 10005308 Liquid Fuel Botties/Containers (Empty) 20002271 WithWithout Spout

87000000 FuelsiGases 87020000 Fuel Storage/Transfer 87020200 Fuel Storage 10005306 Liquid Fuel Bottles/Cortainers (Empty) 20002271 WithWithout Spout

72000000 Home Appliances 72020000 Smal Domestic Appliances 72020200 Food/Beverage Preparation Appliance| 10005691 |Wine/Battie Openers (Powered) 20001116 Corded/Cordless

72000000 Home Appiiances 72020000 Smal Domestic Appliances 72020200 Food/Beverage Preparation Appliance| 10005691 |Wine/Bottie Openers (Powered) 20001116 Corded/Cordiess

72000000 Home Applances 72020000 Small Domestic Appliances 72020200 Food/Beverage Preparation Appliance] 10005691 |Wine/Bottie Openers (Powered) 20001116 Corded/Cordiess

72000000 Home Appliances 72020000 Smal Domestic Appliances 72020200 Food/Beverage Preparation Appliance| 10005691 |Wine/Bottle Openers (Powered) 20001116 Corded/Cordiess

72000000 Home Appliances 72020000 Smai Domestic Appliances 72020200 Food/Beverage Preparation Appliance| 10005691 |Wine/Bottie Openers (Powered) 20000794 Type of Material ‘ ‘ ‘ J ’ ) ’ > ’ ’ * ’

72000000 Home Appliances 72020000 Smat Domestic Appliances 72020200 Food/Beverage Preparation Appliance| 10005691 |Wine/Bottie Openers (Powered) 20000794 Type of Material u

72000000 Home Appliances 72020000 Small Domestic Appliances 72020200 Food/Beverage Preparation Appliance| 10005691 |Wine/Bottie Openers (Powered) 20000794 Type of Material

72000000 Home Appliances 72020000 Smal Domestic Appliances 72020200 Food/Beverage Preparation Appliance| 10005691 |Wine/Bottie Openers (Powered) 20000794 Type of Material . ,,

73000000 Kitchenware and Tableware 73040000 Kitchemware 73040200 Water/Beverage Equipment 10002130|Bottle Stoppers/Pourers 20001671 Type of Botie Stopper/Pouer ( ’ 4_0_’ .)

73000000 Kitchenware and Tableware 73040000 Kitchenware 73040200 Water/Beverage Equipment 10002130|Bottle StoppersPourers 20001671 Type of Bottie Stopper/Poures

73000000 Kitchemware and Tableware 73040000 Kitchemware 73040200 Water/Beverage Equipment 10002130 Bottle StoppersPourers 20001671 Type of Bottle Stopper/Pourer

73000000 Kitchenware and Tableware 73040000 Kitchemware 73040200 Water/Beverage Equipment 10002130 | Bottle Stoppers/Pourers 20001671 Type of Bottle Stopper/Pourer >

73000000 Kitchenware and Tableware 73040000 Kitchenware 73040200 Water/Beverage Equipment 10002130 | Bottie Stoppers/Pourers 20001671 Type of Bottie Stopper/Pourer L_J O J.C ‘3 ( g

73000000 Kitchemware and Tableware 73040000 Kitchemware 73040200 Water/Beverage Equipment 10005470 Bottle/Can Insulators

73000000 Kitchenware and Tableware 73050000 Tableware 73050100 Baby Tableware 10000491 |Baby Feeding - Bottles 20000045 Consumer Lifestage - .

73000000 Kitchenware and Tableware 73050000 Tableware 73050100 Baby Tableware 10000491 |Baby Feeding - Bottles 20000045 Consumer Lifestage d l ” ‘ J ‘ ‘

73000000 Kitchenware and Tableware 73050000 Tableware 73050100 Baby Tableware 10000491 |Baby Feeding - Bottles 20000045 Consumer Lifestage J

73000000 Kitchenware and Tableware 73050000 Tableware 73050100 Baby Tableware 10000491 |Baby Feeding - Bottles 20000097 f Disposable

73000000 Kitchenware and Tableware 73050000 Tableware 73050100 Baby Tableware 10000491 |Baby Feeding - Bottles 20000097 If Disposable .

73000000 Kitchemware and Tableware 73050000 Tableware 73050100 Baby Tableware 10000491 | Baby Feeding - Botties 20000097 f Disposable .

73000000 Kitchenware and Tableware 73050000 Tableware 73050100 Baby Tableware 10000491 |Baby Feeding - Bottles 20001783 If With Safety Claim 4_1,90 b ‘ M L&S .) ‘ )’ ‘ o) A_Q ‘ W ‘ *

73000000 Kitchenware and Tableware 73050000 Tableware 73050100 Baby Tableware 10000491 |Baby Feeding - Bottles 20001783 If With Safety Claim

73000000 Kitchemware and Tableware 73050000 Tableware 73050100 Baby Tableware 10000491 |Baby Feeding - Bottles 20001783 f With Safety Claim

92000000 Storage/Haulage Containers 92010000 Storage Botties/Cyknders/Barrels (Empty) 92010100 Storage Botties/Cylinders (Empty) 10005851 | Storage Bottles (Empty) 20001709 Target UselAppication ‘ ‘ 4.0 ‘ ‘

92000000 Storage/Hautage Containers 92010000 Storage Botties/Cyinders/Barrels (Empty) 92010100 Storage Botties/Cylinders (Empty) 10005851 | Storage Bottles (Empty) 20001709 Target Use/Appiication ﬂ L)-‘Q

92000000 Storage/Haulage Containers 92010000 Storage Botties/Cylinders/Barrels (Empty) 92010100 Storage Botties/Cylinders (Empty) 10005851 Storage Bottles (Empty) 20001709 Target Use/Application

92000000 Storage/Hauiage Containers 92010000 Storage Botties/Cyinders/Barrels (Empty) 92010100 Storage Botties/Cykinders (Empty) 10005851 | Storage Bottles (Empty) 20001709 Target UselApplication }’ ‘
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XYZ123 Bottle 1.5 L General Use 1.5 L bottle 10005851 (Sample) shaall L)) Jgaall Hlas! JUyyl eivg dolo
XYZ124 Bottle 1 L General Use 1 L bottle 10005851 (Sample) J"ﬁ‘ Lg Lb} OLC Lsﬁ*’”«"‘a'*; st (OJyLQ"U

3(27’2125 Water Bottle Packed Mineral Water Bottle 10000232 (Sample)
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